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Vanguard ETF/A - Firecall

Extended ACF2™ Privileges Access
for Emergency Situations

PRODUCT INFORMATION KEY FEATURES

Vanguard Firecall for ACF2 (ETF/A) provides full oversight for authorized * Quickly Elevates Privileges for ACF2
users who are granted emergency elevated access to ACF2 Rules,
within specific defined parameters and a pre-determined time frame.
This feature allows unprivileged LIDs to swiftly access key systems in
the event of an emergency and resolve targeted issues in a timely and

* Follows Enterprise Zero Trust Model
- Simplifies Effectiveness of ACF2 Security
Implementation

efficient manner. « Includes VIPMAIN Connectivity for Enterprise
Implementation

BUSINESS CHALLENGE KEY BENEFITS

Provide emergency access for elevated privileges with hardened » Minimize Disruption

systems that meet and exceed both internal and external audit + Reduces Risk and Exposure

requirements. « Improves Operational Efficiency

* Report on User Access and Usage
+ Help Meet Audit Requirements for Emergency
Access

VANGUARD SOLUTION

ETF/A effectively mitigates the risk of sensitive information exposure or
damage, while also granting on-demand access to support personnel to
swiftly minimize the impact of any potential outages. With ETF/A, support
personnel no longer require full-time access to sensitive resources.
Access is obtained on- demand through the activation of one or more
Firecall privileges.
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